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Duo is being replaced with Microsoft’s MFA tools
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Download Microsoft Authenticator App to your personal electronic device

Microsoft Authenticator App
Download Microsoft Authenticat

Use simple, fast, and highly secure two-factor authentication across apps.

Get the app on your phone

Scan the QR code with your Android or IOS mobile device.

f
fet L
[=]: g

Trideum doesn’t control the MS Authenticator App, you can use it for Trideum
logins as well as for personal accounts.

For more information check out:

https.//www.microsoft.com/en-us/security/mobile-authenticator-app



https://www.microsoft.com/en-us/security/mobile-authenticator-app

Fresh-Start: Setup MFA for the first Time

Add your Trideum Account to the MS Authenticator App

Microsoft will prompt you to download the Microsoft Authenticator app during
initial login to your Windows device or into a Microsoft service. You can follow
a full Fresh Start Guide (coming soon!), or follow the abbreviated

instructions below:

On your computer, go to the Security info page of your “My Account”

dashboard. Sign in

NOTE: IF YOU DON'T SEE THE SECURITY INFO PAGE, GO TO ADDITIONAL SECURITY VERIFICATION, THEN SELECT THE
CHECKBOX NEXT TO AUTHENTICATOR APP, AND THEN SELECT CONFIGURE TO DISPLAY YOUR QR CODE.

Select Add sign-in
method.

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification Change

-+ Add sign-in method

Choose Authenticator
app from the dropdown
and select Add.

Add a method

Which method would you like to add?

[ Choose a method

Authenticator app

Office phone

If you already have
Authenticator installed
onyour phone, select
Next to display a QR
code.

If not, download the
App then follow these
steps:

Open Authenticator on
your phone and select
the plusicon and select
Add account.

Microsoft Authenticator X
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Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".
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https://myaccount.microsoft.com/
https://mysignins.microsoft.com/security-info

Fresh-Start: Setup MFA for the first Time

Select Work or school
account then tap Scan
a QR Code.

Add account

WHAT KIND OF ACCOUNT ARE
YOU ADDING?

! Personal account

B Work or school account

Back to the Security
info page of your “My
Account” -you’ll get a
QR Code to finish
adding your work
account to the MS Auth

App.

Done!

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image?
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https://myaccount.microsoft.com/
https://myaccount.microsoft.com/

Fresh Start with a OTP Fob

Fresh Start with a OTP Fob

If you were issued a Deepnet Security one-time password token / Fob, You will
not be prompted to configure Microsoft Authenticator on first login, you will
instead be prompted to enter a code from your fob

B® Microsoft
ttrideum2 @trideum.onmicrosoft.us
Enter code

Enter the code displayed on your authentication
token

Code

More information

We recommend you add Microsoft Authenticator as another MFA method in
your Microsoft account. See Setting up Additional MFA Options:




Setting up Additional MFA options

Set up Additional MFA Options

Log into a Microsoft Online (https://www.office365.us/) >b>

My account X
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Timmy Trideum
<7 / ttrideum2@trideum.onmicroso...
[ TT | My Microsoft 365 profile

\ / My account

- Sign out

click your user icon in the top right corner and choose the My Account option
from the menu >p>

My Accoun it

Timmy Triceum
srideum2 @ ideumenmic
1 2 Overview
S y info

Security info Password Settings & Privacy
Timmy Trideum

&3

VIEW SETTINGS AND PRIVACY

Organizations My sign-ins

- &

MANAGE ORGANIZATIONS

From the My Account menu click on UPDATE INFO under Security info >p>


https://www.office365.us/

Setting up Additional MFA options

My Sign-Ins ~~

2, Overview Security info

These are the methods you use to sign into your account or reset your password.
(Q’ Security info

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Authenticator app or hardwiare token - code

L1 Devices

@, Password - Add sign-in method

E=3 Organizations Last updated:

2 hours ago

[=] Password @ Change

B Settings & Privacy
3 Hardware token

Time-based ane-time password (TOTP) Deepnet Security 20218031 Delete

“0) Recent activity

Lost device? Sign out everywhere

Click + Add sign-in method >>

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Phone
Email

Security key

Pick Authenticator App, or add one of the other options & follow the
instructions!



Hello for Business

Windows Hello PIN

During Fresh Start of a computer, you’ll get an option to setup a device specific PIN >>

Windows Hello is an authentication technology that allows users to sign in to their
Windows devices using a PIN, instead of a traditional password. It provides enhanced
security through phish-resistant two-factor authentication, and built-in brute force
protection

Use Windows Hello with your
account

Your organization requires you to set up your work or school
account with Windows Hello Face, Fingerprint, or PIN.

If you've already set up Windows Hello on this device, we'll
automatically add it for this account. You may be asked to re-verify |
with Windows Hello.

If your organization requires a more complex PIN, Windows will
prompt you to change it.

Click OK to continue >>



Hello for Business

You will receive a MFA challenge on your MS Authenticator App before setting the Hello
PIN >>

B® Microsoft ‘
ttrideum2@trideurn.onmicrosoft.us l
Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

|

No numbers in your app? Make sure to upgrade to
the latest version.

1 can't use my Microsoft Authenticator app right now

Enter the number in the Microsoft Authenticator prompt on your phone >p>

Are you trying to sign in?

Trideum Corporation
jmabry@trideum.onmicrosoft.us

Enter the number shown to sign in.

Enter number

No, it's not me Yes



Hello for Business
The next screen will prompt you to create a “Windows Hello” PIN >>

Setup a PIN

AWindows Hello PIN is a fast, secure way to sign in to your device,
apps, and services.

Mew PIN
Confirm PIN

D Include letters and symbols

Cencel _

The PIN must be 6 digits minimum, but can be as complex as you prefer
Enter your New PIN >>
Confirm your PIN >>

Select OK >>

*Note this PIN is a secure multi-factor authentication method that binds to your machine
only, it will not be available on other machines you may login to*



Hello for Business

If your PIN is acceptable, you have completed the process:

Select OK >>

All set!

You can sign in with your PIN now.

You will be prompted to sign in with your Hello PIN >>
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