AndroidOS: Trideum Guide

AndroidOS : Microsoft Azure GCC High

Q: What is happening here?

Today Trideum operates in the Azure commercial cloud. To satisfy data
protection requirements imposed by the DoD, we are moving from an Azure
commercial cloud to Azure GCC-High Gov Cloud. The system Trideum uses to
manage mobile device access to company data will also move to Gov Cloud.

If you want to load and access
Trideum data on your personal
AndroidOS device - it’s totally safe. .
We (Trideum IT) can’t see any of your E
personal data. The Trideum apps get ..oty P
loaded in a special “sandbox” that

lets Trideum control “Trideum” data. Corporate data

Your device does require a few basic . % Managed apps
. .. == (corporate)

security items (6 digit passcode,

recent OS versions, etc.) but

otherwise your data is yours, and ) T ]
Trideum data is controlled by Personal data
Trideum a Unmanaged apps

-
L B
[y

Device storage

What info can your organization see
when you enroll your device? |
Microsoft Learn

If you’re already using Trideum Data
or you want to — here’s the path ahead:

Step 1 Step 2 Step 3a Step 3b Step 4 Step 5
IT will Install MS Install the Install Install Set
“Retire”  Authenticator Intune new new Device
your App Company Trideum Office Category:
device Portal App Profile Apps Personally
from Owned
Trideum’s Device
365
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https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune
https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune
https://learn.microsoft.com/en-us/mem/intune/user-help/what-info-can-your-company-see-when-you-enroll-your-device-in-intune

Step 1: Remove any old Trideum Management Profiles

*Samsung GUI shown, other Android devices will be different but similar*

Step 1: Remove the old Trideum Work Profile

Trideum IT will send out a “Retire” command at the Work freeze on 6
September; this command should remove the Trideum Work Profile and Data
from any existing apps — let’s confirm that the old Trideum management
profile is gone

If you are currently using an
Android device to access
Trideum resources, you will have
a Personal and Work tab at the
bottom of your all apps screen

If the Work Profile is already missing from this screen skip ahead to Step 2

If it’s still there —then the “Retire” command the IT team sent hasn’t activated
yet
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Step 1: Remove any old Trideum Management Profiles

To remove the Work profile, go
to

Settings>
Accounts and backup>

Manage accounts

(the location of work profile can
vary depending on device —
Google Pixel show on right)

11:01 Mon Augl2 @ HaGEf M @B P

Settings

@ Battery

s
g Wallpaper and style
0 Home screen

0 Lock screen

o Security and privacy

0 Location

D Safety and emergency

@ Accounts and backup

e Google

Passwords, passkeys
& autofill

Personal

Preferred service

Google

Additional services

@ Authenticator

Accounts

CF1238EB64407CDDO..
nt

trideum.onmicrosoft.us
nt

-+ Addaccount
=

{83 Work profr

Q

Accounts and backup

Manage accounts

Users
Back up data

t Switch
art Switc

Bring data from old device

External storage transfer

Looking for something else?

Reset
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Step 1: Remove any old Trideum Management Profiles

There will be a
Personal and Work
Tab at the bottom,

click Work

11:01 Mon,Aug’? S HEE AP @B B

Settings Q

@ Battery

Power saving = Charging
9 Wallpaper and style
Wallpapers + Color palette

0 Home screen

Layout * Appi

n badges

0 Lock screen

Screen lock type

o Security and privacy

Biometrics + Permission manager

o Location

Location requests

o Safety and emergency

Medical info

@ Accounts and backup

Manage accounts « Smart Switch

e Google

Google services

Advanced features
Labs + Side button

Digital Wellbeing and
parental controls

Screen time + App timers

Device care

Storage *+ Memory

A
e

« Aon settinas

& Zr il 87%0

< Manage accounts

jmabry.trideum@gmail.com

Google

(4]

Q jmabrytrideum@gmail.com

Samsung account

Work account

Work account

-+ Add account

Auto sync personal data [ @)

Personal Work

wO 00 = a @El’? m o <
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Step 1: Remove any old Trideum Management Profiles

On the Work tab L % 85%m
click Uninstall Work Settings Q < Manage accounts
profi le W oiciShare + Samsung DeX

& work-428191F38E87532B1F36813BBCSF..
-

Managed Account

@ Modes and Routines
Modes -« Routines (ﬁ\ Work account
-

Work account

m Sound ) )
Sound mode *+ Ringtone @ jmabry@trldeum.com
-

Work account

o Notifications

""""""""""""""" —  Uninstall Work profile
Display

Brightness - Eye comfort shield -
Navigation bar

Battery Auto sync business data «©

Power saving - Charging

@ Wallpaper and style

Wallpapers + Color palette

Home screen
Layout *+ Appicon badges

6 Lock screen
Screen lock type

o Security and privacy

Biometrics + Permission manager

0 Location

Location requests

B Safety and emergency
Medical info

Accounts and backup
Manage accounts - Smart Switch Perseonal

00O 1 o <
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Step 1: Remove any old Trideum Management Profiles

Confirm Delete »adges

rivacy

ssion manager
Uninstall work profile?

This work profile is managed by:

ergency n Company Portal
-

All apps and data in this profile will be deleted if
you continue.

vackup Cancel Delete

Smart Switch

Oec®OF o o <
The Work tab should e g

now be absent for
your all apps view

The deletion of the
work profile will sign
you out / disable your

work applications

o

Messages ews Play Store

© 0

YouTube YT Music Authenticator
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Step 2: Install the Microsoft Authenticator App

Step 2: Microsoft Authenticator App

If you don’t already have the Microsoft Authenticator App, now’s
the time to install it!

Download Microsoft Authenticat

Use simple, fast, and highly secure two-factor authentication across apps.

Get the app on your phone

Scan the QR code with your Android or IOS mobile device.

LOJ

Trideum doesn’t control the MS Authenticator App, you can use it for Trideum
logins as well as for personal accounts.

For more information check out:

https.//www.microsoft.com/en-us/security/mobile-authenticator-app
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https://www.microsoft.com/en-us/security/mobile-authenticator-app

Step 3A: Intune Company Portal

Step 3a: Intune Company Portal

To get a fresh start we need to re-enable the Company Portal app (if not
already enabled) and delete it.

You can locate your
disabled applications
or go to the Play Store

and search Intune

Company portal and

click Enable

Once Company Portal
returns to your app
choices, Uninstall it

— |l enova TB-X6CAI

v This device ~

Intune Company Portal
& Installed

Installed on all devices

O

Play Store Settings

Company Portal ®

® ® © 88

Select Add to Home  Uninstall Widgets

YT Music

Authenticator
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Step 3A: Intune Company Portal

1:29 Mon, Aug12 S E B X ol 84%m

<« intune company portal qQ ¢

+ This device ~

Intune Company Portal
Microsoft Corporation
Now go to the Play g
Store and Install 36 100+ €
4K reviews © Downloads Everyone @
Company Portal

H

b
-
ey
®

&

Get access to your organization’s resources and keep them secure.

Sign in to Company
PO rtal Company Portal

Get access to company resources and keep them secure

11:30 Mon, Aug 12 &

Microsoft Intune

B® Microsoft

with your Trideum Y
credentials,

Can't access your account?

@, Signin options
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Step 3A: Intune Company Portal

Microsoft Intune

B Microsoft

yo u Wi ll re C e ive a n mabry@trideum.onmicroseftus

Approve sign in request

Aut h e nti Cato r @ Open your Authenticator app, and enter the

number shown 1o sign in.

multifactor
a Ut h e nti C ati 0 n z*nr::T;‘::;\L:g?:\:m?Make sure to upgrade

C h a lle n ge Ican't use my Microsoft Authenticator app right naw

Are you trying to sign in?
Trideum Corporation
imabry@trideurn.onmicrosoft.us

Enter the number shown to sign in.

Enter number

No, it's not me Yes

Enter the number into

MS Authenticator Authenticator locked

ABC DEF

GHI JKL MNO
7 8 9

PQRS TUY WXYZ
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Step 3B: Install the Trideum Work Profile

Step 3b: Download the Trideum Configuration Profile

4 Mon, Augl2 @ EPRB

Data in your wark profile is visible ta your IT admin

After authentication
wait for your new
work profile to setup,
then click Next ¢ )
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Step 4: Install Office Apps

Step 4: Install Apps from the Company Portal

From the Company
Portal landing page,
you can access work
apps by using the
menu at top left, or
clicking Open at the
bottom right

Click Get Apps if you
utilize the menu at
top left

. Openthe badged version of Google Play1o get apps suggested by Trideum Carporation.

DISMISS OPEN

Justin Mabry
jmabry@trideum.onmicrosoft.us

Get Apps

* Settings
o About
Q Help
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Step 4: Install Office Apps

You can now
download and sign
into your work apps

The Personal and
Work tabs should
now be back in your
all apps screen

' Search apps & games &

\\\\\\\
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Step 5: Set Device Category

Step 5: Set Device Category

One last thing, force
close the Company
Portal application
and reopen it.
EEEEE——.|

Choose the best category for this device
G

[ e —

You will be presented
with a choice of
category for your

device. Select

PersonallyOwnedDe

vices and click Done
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